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o Portable version: VeraCrypt Portable 1.25.9.exe (20.9 MB) (PGP Signature)
o Debugging Symbols: VeraCrypt 1.25.9 Windows_Symbols.zip (18.4 MB) (PGP Signature)

. E 'macOS:
o macOS Mavericks 10.9 and later: VeraCrypt 1.25.9.dmg (11.7 MB) (PGP Signature)
o OSXFUSE 3.10 or newer must be installed.


https://www.veracrypt.fr/code/VeraCrypt/
https://launchpad.net/veracrypt/trunk/1.25.9/+download/VeraCrypt%20Setup%201.25.9.exe
https://launchpad.net/veracrypt/trunk/1.25.9/+download/VeraCrypt_1.25.9.dmg

What is VeraCrypt

o [ ° c C
Veracrypt o ©0C 3’3&'[):[9[61 (ggd]u

N

O C C C oo € © C . . o o C cC o ¢

Slot aceogeq?spesaomejn[ﬁceoo ©WAB,Dor 1,234 0006002 66050030 Virtual Drive ( ©000p063000000M0) Encrypted
. [*] C C C O C C N C C

Container 600260307 COPOORCE|J3 YCEOUY IDLYLEOY 3ae§ocgmemoeogo[§®d]oowu

¥ VeraCrypt - X
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption Algorithm Type c cre
> pei Volume eop00 eeoooo@zoozasﬂ Select

T . c 00 c i

s File $C 66 0006302000 Volume

=E: o cre ° N

SF: 60M spewesl:qloo s Slot eop00

=}G: O(. L1 c [¢] 3 c ’] (_O

== H

.__-':1: OO@(TJO c?%O(o)G]_&J:OO [hle)[eslov]l|

=Y

K

=1

) Mz

=E1N:

r Create Volume Volume Properties... Wipe Cache
00 Volume *
Create Volume 0oc0 eesl :
2305320005607 23523000268 — . i 0o c
C . i e°61§ % [ JNever save history Volume Tools... Select Device... Mount mew? 00 password (x)@
00p06300MEg Wy File Container ooéeeooo% 0o X e lum S
c c c °~3 0
Volume 60000 00D06300MEEVI * 9 C (P N[ € <
N ‘,O L q‘ ° ’ Mount ‘ ‘ Auto-Mount Devices ‘ ‘ Dismount All ‘ ’ Exit ‘ Password ﬂm @861§ G§GP()@®J](DOD"

6§6T30 @(DOIIUDODII




Veracrypt ( Standard File Container ) mésac)rﬁ§és

. . (o (o [of (o C oo0C
File Container Volume 0203 ®OOCODPIEIOME$ Create Volume agcjsoo']ll

Create an encrypted file container 00602 Encrypted File Folder quméeso')ogeﬁs @0‘3@: 8803&33”600 5

oc c o cc c
0093&383(3 330900 @(DO!]CDOOII
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VeraCrypt Volume Creation Wizard

© Create an encrypted file container

Creates 3 witual encrypted disk within 3 file. Recommended for mexpenanced
users,

More information

() Encrypt a non-system partition/drive

Encrypts a non-system partion on any mternal or axternal drive (e.g. 3 fiash
drive). Optionally, creates a hidden volume.

() Encrypt the system partition or entire system drive

Encrypts the partkion/drive where Windows s nstaled. Anyone who wants to
g=n 3ccess and use the system, read and wite fies, etc., wil need to enter
the comect password each time before Windows boots. Optionally, creates a
hidden system,
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¥ VeraCrypt Volume Creation Wizard

Volume Type

© standard VeraCrypt volume
Select this option  you want to ceate 3 normal VeraCrypt volume.

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many stuations where you cannot refuse to
reveal the password (for example, due to extortion). Using a3 so-caled hidden
volume 2lows you to solve such stuations without revealng the password to

your volume,
More nformation about hidden volumas
Heb < Back [ ext > Cancel

oooeézogo Standard file container ooéeeooo%q% eglijoBo']u Next orcg’j%&o I



Veracrypt ( Standard File Container ) méeao‘)asqfés

ooéesoo(ﬁeu:) Container / Volume (Y%ogé:eoé:q Volume location

[*]

(95)

olaorSeorS 5093200100001 Select file 0%§6q 6N msq|[[0200ed
293 2 23 B3OS

ocC ] C

\ (o}
mmm@m:sécm_a:fspmsq%ﬂn
% VeraCrypt Volume Creats n Wizard L o - X

Volume Location

Selact Fe...

| INever ssve hstory

A VeraCrypt volume can rasde n 2 file (called VeraCrypt container), which can reside
on 2 hard disk, on 3 USB fagh deive, etc. A VenCrypt container & just lke any normal
fie (= n be, for example, moved or deleted as any normal file), Chick 'Select Fie' to
choose a flename for the contaner and to select the bcation where you wish the
contaner to be created,

A~ Hide Folders

WARNING: If you select an existing file, VeraCrypt wil NOT encypt £ the fie wil be
deleted and rephiced with the newly created VeraCrypt container. You wil be able to
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Encryption Algorithm 1f you create a dynamic (sparse-fie) container, this parameter wil spacify ks maximum
possible sze.
AES v Test

Note that the minimum possbie stte of a FAT volume & 292 KB. The mnimum possbie
sze of an exFAT volume 5 424 K8, The mnmum possbie sze of an NTFS volume s

FIPS-approved cpher (Rindaed, publshed in 1998) that may be used by U.S. elidbabot, S ale dot oF o AR wlit e CA2 i

government departments and agencikes to protect cassfied nformation up to the
Top Secret level. 256-bk key, 128-bt block, 14 rounds (AES-256). Maode of

oparation & XTS.
More nformation on AES Benchmark ‘
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It & very important that you choose a good password, You should avold choosing one
that contans only 2 singke word that can be found In a dictionary (or 2 combination of
2, 3, or 4 such words). It should not contain any names or dates of birth. it should
not be easy to puess. A pood password & 3 random combnabon of upper and lower
case letters, numbers, and specal characters, such as @ ~ = § * + atc. We
recommend choosng a password consstng of 20 or more characters (the longer, the
better), The maxamum possble kength 5 128 characters,
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VeraCrypt Volume Creation Wizard

O Create an encrypted file container

Creates 3 witual encrypted disk within 3 file. Recommended for mexpenancad
users,

Moce information

() Encrypt a non-system partition/drive

Encrypts 3 non-system partioon on any mternal or axternal drive (e.9. 3 flash
dnve). Optionally, creates a hidden volums,

Hidden File Container ooésao:cﬁel%

. . [of
File Container Volume 0003

C C C C
©0OCOOPO630DME$ Create Volume -
{_) Encrypt the system partition or entire system drive

o0o0C
MSOOII Encrypts the partiion/drive where Windows s nstaled. Anyone who wants to
L1 gan access and use the system, read and wrte fies, etc., wil need to enter
the comact password each time before Windows boots. Optionally, creates a
hidden system,
. . o
Create an encrypted file container o
C . 0o 0 (‘L
eq:s”ooo']u Continue or Next 03 §60lu
O L 1 More information about system encrvption
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Volume Type

() Standard VeraCrypt volume
Select this option f you want to geate 3 normal VeraCrypt volume.

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many stiations where you cannot refuse to
reveal the password (for example, due to axtortion). Using a so-called hidden
volume 2llows you to solve such stuations without revealng the password to
your vokime.

Hep < Back

% VeraCrypt Volume Creation Wizard - X

Volume Location

v] Selact Fle...

[ Iever save hstory

Select the location of the outer vokime to be created (within this volume the hidden
voluime wil be created hter on).

A VeraCrypt volume can resde n 2 fie {(clled VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container can be moved or
deleted as any nommal file. Chck "Select Fe' to choose 3 flename for the contaner and
to selact the location where you wish the container to be created. If you select an
exsting fie, VeraCrypt wil NOT encrypt &; & wil be deleted and repliced with the
newly created contamer. You wil be able to encrypt existing fies (Bter on) by mowing
them to the VeraCrypt contaner you are Hout to Create now.
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¥ VeraCrypt Volume Creation Wizard —

Outer Volume Size

20/ O Ous (O (O

Free space on drive C:\ is 18.63 GiB

volume within which a hidden volume i intended to be created is 340 K8.

Hep < Back [ HNext >

Please specify the sze of the outar volume to be created (you wil first create the
outer volume and then 2 hidden volume wihin k). The minimum possble sze of 2

Cancel

¥ VeraCrypt Volume Creation Wizard - X

Outer Volume Password

Password: ®ee**®

Confirm: sesvesl

[ use keyfles
(| Dsplay password
[Juse PM

Please choose a password for the outer volume. This wil be the passward that you wit
be able to reveal to an adversary ¥ you are asked or forced to do so.

IMPORTANT: The password must be substantialy different from the one you wil
choose for the hidden volume.

Note: The maxdmum possble password kength & 128 characters.

Hep < Back [ next> Cancel
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¥ VeraCrypt Volume Creation Wizard - X % VeraCrypt Volume Creation Wizard - x
Outer Volume Format Outex Voluizio Comtents
Quter volume has been successfully created and mounted as drive Z:. To this voume
Options you should now copy some senskive-looking fies that you actualy do NOT want to
D Quick Format hde.l"rhe ﬂt;:sew. be g\:rlex;limne fnrl?w you (afmm pasm#:ﬂ\‘ew";l
v v s outel , not ¥ t
FRSystatm: AT T Dynamic ‘r':'e ’;%:’ care -&z}f wil bn’ﬁ;unﬁvih::':\;ohm, ghwkhe:log: created ;m
N on. you copying, 0 not dismount the volume.
RANOMPOOL ,,=/% . %=, , /4%, .48, 5, +3/——=sb &, ] Note: After you click Next, cluster bitmag of the outer volume wil be scanned to

determne the see of unintarrupted area of free space whose end is 3ignad with the
end of the volume. This area wil accommodate the hidden volume, so £ wil imk: its
maximum possble size. Cluster btrmap scanning ensures that no data on the outer
volume are overwritten by the hidden volume,

Header Kay; *testestintistastintistastistin
Mastor Kay: *4444saddtdiidiiiitiiniisiisiie

Done Speed | Left |

Cick Format to create the outer volume. For more nformation, please refer to the
documentation.

Open Outer Volurne |

Hep < Back [ Next» Cancel
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C ~
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Hidden volume o?eooog oo@eeoomsﬁa?saoo']oa@n Next MOMSO ool

Encryption Algorithm o AES C)ooosej Next o?feoorc);%{)(ﬂn

¥ VeraCrypt Volume Creation Wizard - X % VeraCrypt Volume Creation Wizard - x

Hidden Volume Hidden Volume Password

Password:

Confirm:
[[Juse keyfles Kervfies

The volume cluster bitmap has been scanned and the maximum possbie see of the (] Deptay password
hidden volurne has been determined. In the next steps you will set the options, the [Juss P
see, and the password for the hidden volume.

Please choose a password for the hidden volume. It & very important that you choose
2 good password. You should avoid choosing one that contains only 2 sngle word that
can be found in a dictionary (or 3 combination of 2, 3, or 4 such words). Tt should not

contan any names or dates of bith. It should not be easy to guess. A pood password
s 2 random combination of mpef and lower case lettus, mrrbers, and soeml
characters, such as @ ~ = $ ™ 4 etc. We
of 20 or more characters (the longer, the bettar). The macmum oo@h length &
)I'r} ,}"H‘h 128 characters.

/1 . 1

\

Help < Back Next > Cancel

Password eus ooc outer volume §emem password so
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Hidden Volume Size Hidden Volume Format
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Quick Format
Flesystem FAT v Clster Defast
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g Oxe ©OmMs (s (OT8 RGO POOE .+ 4=/+, 1+~ 414+, 8/ . &, 4=tmmtbe 0
Mww R
Maximum possible hidden volume size for this volume is 19.54 MiB. ol S i i e
Please spacify the sze of the hidden volume to create. The minimum possble sze of 3 oo
hidden volume & 40 KB (or 3664 KB F t s formatted as NTFS). The maximum possbie Sl Spaed] Lot |

s20 you can specfy for the hidden volume is displryed above.

IMPORTANT: Move your mouse 25 randormly as possble withan this window. The onger
you move &, the better. This signdicantly ncreases the cryptographic strength of the
encryption keys. Then click Format to create the volume.

Randomness Colected From Mouse Movernents

Help < Back ] Format Cancel

o == [§:qCeom FAT ¢ Format gjc0ad0li 3ls0qC Hidden
Encrypted file container

méemcﬁ@éz@za@:@@&o’]m(ﬁu




c
o

Encrypted Container oo Data mqjcﬁsamcﬁqps ooég agézaoés@ S

oC C N N . o [
630020 Container m Veracrypt ¢

3 Data 323|0932000060000 ooezeoé:sﬁ Standard file container ©€00030 8809é
c c c ® ¢ o L G L
[G3copdgecpogiegsadilaspn

Hidden
Password

Outer
Password

Outer

o C SO (] (g [ C C cre .
6P Y2 J20mM33|MmME0N Outer Volume ¢60:30) Password moopdadcsqC outer volume m ggtjn@o&s Hidden volume
o [ - [ (o C [
password mooaooc:(ﬂm Hidden volume ocea@ocﬂo&&n
° L o O-°

s Qo



. (o

Encrypted Container o6 Data 323]m32c0myp: c0p2§) 256:300s(3Cs

(oo oc C C C C o ocC C (of B . C oO. OO C [ . [} C
©6 200:30p0:g|COD Data 323|00320000600M) 0e330p03§)$ Standard file container ©€C20000 ©60006300MI0Y Container o) Veracrypt sC

c c C cde © ¢ o 1L O L ° ° L Ie
@§m@<ggajmqq§a?saod]oaen

¥ VeraCrypt = X
Yolumes System Favorites Tools Settings Help Homepage

Drve  Volume Sz Encypton Algorthm Tyoe
_A " cC 00 . o) ooc c
s Select file sC 00 file ooeqzo'lu mout mso@ password @@o’]n
20 Te L o ]

= E:

o F

-G
- H:

=

C \ o C (% C \ . o
w msaoqjmeoTeoo §) Outer $ Hidden volume sopm

ce ¢ o (3 ° ¢ oc C cl c
Cl(galerlenieall]atleelentoslety C\?@IGZKB’)C ooe:sogzooo:&Lco']oo@u

g 3o

- K
-l
- M:
-

Create Volume Yolume Properties @ Voe Cache
Yo §C\%§ézi§.c§ Standard Encrypted File Container 1 Hidden Encrypted
\f S e | [_seecte. ] File Container s ooéeeooo%@ 88é1° 08903050_}

(") Mever save history Volurme Tooks... Select Davice... S’BQJ(TSS’BC\)(TSGH')Z

(T?)C\o)@ 0%(73 ®’JOS£9°80 C°G)’J°<§(C3O']OD CII
1 2 X8I % s0Ps °T 2
@ Mount Auto-Mount Dawvices Dmount Al Ext







(g o [+

L

o C o o [ of [ ° ~ 00 [ ~ 0O o - -~
G)G'C\')ODCD e3omeom Volume 0)0)80’)886‘)03980)‘)86]0)090’)0.. 9961 0’)4?(""0’.)‘)@9‘)6]0’) Drive Storage aQOm Storage
1 0 ° o L L 1 ° O J Il °
o

o

¢ Encrypt c.\?&%&a)c.\"?l 8&0‘%&?86?0’5 External Hard Drivei Memory Stick moS?C\?zrr‘.:) Encrypted

o

cocC o o ocC =} (g cocC . ¢ 0 ¢ ~ g ~ O
QUSCDE  FPYC36C0: cl:c.[i.,.me. Encrypt oDLSC tlmﬂn Hard Disk O RMONS Partition g[g. Encrypt
V0:0)P0C:M cypmaNzcusen [§o[Gs Veracrypt $200 @& gSceonedlu

L E At S | N ° TPt 39 QCQQ ¢ ° ]

o (2]

e Partition ¥33C (33) Full Disk 02030920 Encrypt 6c003C 66320M 326q3(03:60: 630M4P:d v[§oves Backup
V000229 $0532061000m
e 806, External Hard Drive §, File System meo) NTFS File System ©030507:06C 666), External Hard Drive o3 320C:36)
cC O ocC C [
Encrypted cgocgqai.ce@ecffood]u
o 3‘3:;]6@)6 Hard Disk of’z) External Hard Drive 093 «3&805@1

co_cfe, .9 c c oS c
080?]?(}[90603) 63@)’)6”’)0(7? zaslcqjmoomoogoo&?u

Hard Disk / External Hard Drive

3
S|
~Co
On
033/
I—O/)O
On
560



Full Disk Encryption (23) Partition 3[3cs

[¢]

Partition é@&egoo 50 98eN AdM&QII10770LIEa
° 1 81 o?"ml 171

Internal Hard Diski External Hard Drive (ofé) Memory Stick
o o (o} C cocC

[o e} C
(USB) 09 ©60003206000 Storage 000330000000C

—

o C o o
m3mEe:  (9p)

1. “Create and Format hard disk partitions” or% Keyboard
e0lm  Windows key %68: Windows Search
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MEPSCO Computer Screen  DUVONDMECOICM

u 00C o (o [ 3 of (o
Window Logo m&0(Gecopdsgpscalooudn

Q_ create and format hard disk partitions
Al Apps Documents Web More v

Best match
Create and format hard disk

partitions
Control panel

Settings

B® Create a restore point

I® Create a recovery drive

= Create a volume in a disk
{8 Developer settings
& Email & accounts

Use the camera to create an

~ account picture
Search the web
£ create - See web results

£ create mi account

Create and format hard disk partitions
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NTFS ©U00§C Format PQCI|95

00 . ~ .
e (00§, External hard drive § file system o NTFS
c o c c o o oc c Basic Healthy (R.. 709 MB 709 M
G(DOJG%U)S@G]_C Format SBGICQJ(OC\)O']C\)QQ(DII Basic Healthy (E.. 200 MB 200 M
L iL L o L ° B—— masar srnnn arr an o . 465.41
oocC r] g Format E: X | 200 M
e Format MSOOlI E 1453
£ Volume label: NEW VOLUME 299.1{ File System NTFS
- NTFS ‘ MB&o0ln OK B80(Ge
=" Disk Management = o Sl (]
File Action View Help Allocation unit size: Default S Form at qlo ]|
= B =XMkREaE
@ Perform a quick format
Volume I Layout I Type I File System I Status I Capacity I Free Sp... | % Free [ O Enable file and folder com on
Ll (e Simple Basic NTFS (BitLo.. Healthy (B.. 476.13 GB 123.10GB 26 %
== (Disk O partition 1)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== (Disk O partition 4)  Simple Basic Healthy (R.. 709 MB 709 MB 100 % | OK Cancel
== (Disk 1 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 % :
== (Disk 1 partition 3)  Simple Basic RAW Healthy (B.. 465.40 GB 46540 GB 100 % 7% G074
== (Disk 2 partition 1) ~ Simple Basic Healthy (E.. 200 MB 200MB 100 % ZZZ
== NEW VOLUME (E:)  Simple Basic NTFS Healthy (B.. 29.25 GB 29.18GB 100 %
— (D) Simple Basic exFAT Healthy (B.. 465.64 GB 300.68 GB 65 %
Format E: X
= Disk 2
Removable NEW VOLUME (E:) File system: NTFS >
29.44 GB 200 MB 29.25 GB NTFS
Online Healthy (EFI System Partitic | Healthy (Basic [ Open : L
Allocation unit size:
Explore
exFAT
Mark Partition as Active
Change Drive Letter and Paths... 8 Perform a QUH( format
Format.. [ Enable file and folder compression
Extend Volun
M Unallocated B Primary partition Shrink Volume... [ ]
Add Mirror OK | Cancel
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& Disk Management = O X
1 [} e] oCcC O C ~00 t | h d d k o C File Action View Help
. 00 g[§pRq|coewrs), external hard disk Qo0 e D En » X0 BBE
. o) C (e . . [ N o '] Volume | Layout | Type | File System | Status l Capacity | Free Sp... ] % Free
Memory Stick 0086128”03[88 rig ht click sooln ) Simple Basic NTFS (Bitlo.. Healthy (B.. 47613 GB 12310GB 26 %
L [¢] 1 == (Disk 0 partition 1)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== (Disk 0 partition 4)  Simple Basic Healthy (R.. 709 MB 709 MB 100 %
== (Disk 1 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 %
== (Disk 1 partition 3)  Simple Basic RAW Healthy (B.. 465.40 GB 46540 GB 100 %
Py == (Disk 2 partition 1) ~ Simple Basic Healthy (E.. 200 MB 200 MB 100 %
EEDiskManagement - a X = NEW VOLUME (E)  Simple Basic NTES Healthy (B.. 29.25GB 2918GB 100 %
File Action View Help - (D) Simple Basic exFAT Healthy (B.. 465.64 GB 300.68 GB 65 %
= B =XKW EB2E
Volume I Layout l Type I File System Status I Capacity I Free Sp... I % Free I
- (C) Simple Basic NTFS (BitLo.. Healthy (B.. 476.13 GB 123.10GB 26 %
== (Disk O partition 1)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== (Disk O partition 4) Simple Basic Healthy (R.. 709 MB 709 MB 100 %
== (Disk 1 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 % = Disk 2
== (Disk 1 partition 3)  Simple Basic RAW Healthy (B.. 465.40 GB 465.40 GB 100 % Removable NEW VOLUME (E:)
== (Disk 2 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 % 29.44 GB 200 MB 29.25 GB NTFS
= NEW VOLUME (E)  Simple Basic NTFS Healthy (B.. 29.25GB 29.18GB 100 % Online Healthy (EFI System Partitic || Healthy (Basic [ Open
= (D) Simple Basic exFAT Healthy (B... 465.64 GB 300.68 GB 65 %
Explore
Mark Partition as Active
Change Drive Letter and Paths...
Format..
= Disk 2 Extend Volume
Removable NEW VOLUME (E:) M Unallocated M Primary partition Shrink Volume... I
29.44 GB 200 MB 29.25 GB NTFS Add Mirror
Online Healthy (EFI System Partiti]|| Healthy (Basic Data Partition) _
. . ocCfro . 00C "l 0 O o
2. Right click .Jso&.,: Shrink Volume msooli (008,
. N . [ [¢] %
External hard drive g file system oo NTFS 00006520330 C
M Unallocated M Primary partition
. \ [ C =] o oc O C ’] o
Shrink Volume m S6EPC|YOE$0:SOAE LD VUIOD0 o*laLo)
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% Disk Management - a X . c(e (6 O c .
o
T Shrink C\?ob,[ge?qc unallocated partition
e 250:e0lamdlad6e0dn Unallocated partition m fil tem
Volume I Layout I Type I File System Status I Capacity I Free Sp... I % Free I o a oca e pa I Io I e sys e
= () Simple Basic NTFS (BitLo... Healthy (B.. 476.13 GB 123.10GB 26 % c [d .
= (iskOpariton 1) Simple  Basic Healthy (£ 100 MB 100MB  100% eooo')eooqsoo:ac ms@sae§@ocﬂmwll File system
== (Disk 0 partition 4)  Sin % T Ty 100 % J
= (Disk 1 partition 1) sir Shrink E: X 1100 % I I c o I f]
= (Disk 1 partition 3) ~ Sir 100% ©2000000660:g|Cs Mount Qg &ELI0OVID:I
== (Disk 2 partition 1)  Sir Total size before shrink in MB: peads 100 % 1 lo L1 L IL
== NEW VOLUME (E)  Sin e [100 %
- ) SirSize of avaiable shrink space in MB: Psszs 65 %
Enter the amount of space to shrink in MB: : Dk Manaocment = =l s
— File Action View Help
Total size after shrink in MB: p123 ey B =0o
© You cannot shrink a volume beyond the point where any unmovable fies are located. Volume [Layout | Type | File System | Status | capacity | Free Sp.. | % Free
See the "defrag” event in the Application log for detailed information about the =) Simple Basic NTFS (Bitlo.. Healthy (B.. 476.13 GB 1231068 26%
E | when it has = (Disk 0 partition 1) Simple Basic Healthy (E.. 100 MB 100MB 100 %
— Disk 2 = (Disk 0 partition 4)  Simple Basic Healthy R.. 709 MB 709MB  100%
RemicCbia ) ) o ) ) = (Disk 1 partition 1)  Simple Basic Healthy (E.. 200 MB 200MB  100%
i See "Shrink a basic volume" in Disk Management help for more information = (Disk 1 partition 3)  Simple Basic RAW Healthy (B.. 46540 GB 46540 GB 100 %
29 . GB 200 = (Disk 2 partition 1) Simple Basic Healthy (E.. 200 MB 200MB 100 %
Online Healtl = NEW VOLUME () ~ Simple Basic NTFS Healthy (B.. 1460 GB 1453G8  100%
sk || Cance - ©) Simple Basic exFAT Healthy (B.. 46564 GB 30068 GB 65 %
= Disk 2
Removable NEW VOLUME (E:)
2044GB 200 MB 14.60 GB NTFS 1465 GB
B unallocated W Primary partition Online Healthy (EFI Sys || Healthy (Basic Data Partition) | Unallocated
O ¢ o C . [¢ 35N [of o o ’] C
oD |_(73 Slze (7?% (:)omloGlO (0p]00][|
| I B Primary partition




Unallocated Volume a% Right Click %8@: New Simple Volume a%%&d]n

" Disk Management

= Disk Management

File Action View Help

oL =

File Action View Help

L4 Bl = H

Volume I Layout I Type I File System I Status l Capacity I Free Sp... I % Free
= () Simple Basic NTFS (Bitlo.. Healthy (B.. 476.13 GB 181.04 GB 38 %
== (Disk 0 partition 1)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== (Disk 0 partition 4)  Simple Basic Healthy (R.. 709 MB 709 MB 100 %
== (Disk 1 partition 1) ~ Simple Basic Healthy (E.. 200 MB 200 MB 100 %
== (Disk 1 partition 3)  Simple Basic RAW Healthy (B.. 465.40 GB 46540 GB 100 %
== (Disk 2 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 %
== NEW VOLUME (E)  Simple Basic NTFS Healthy (B.. 14.60 GB 1453 GB 100 %
- = Simple Basic exFAT Healthy (B.. 465.64 GB 299.14GB 64 %

= Disk 2

Removable

29.44 GB 200 MB

Online Healthy (EFI Sys

NEW VOLUME (E:)
14.60 GB NTFS

Healthy (Basic Data Partition)

14.65 GB
Unallocatec

Rl

M Unallocated Bl Primary partition

New Simple Volume...

Properties

Help

[ Lavout
New Simple Volume Wizard

Volume

B Unallocated Bl Primary partition

[ Tvpe [ File System [ status [ capacity

Welcome to the New Simple Volume
Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click Next.

<Back Cancel

X

Free Sp.. | % Free

181.04GB 38%
100 MB 100 %
709 MB 100 %
200 MB 100 %
46540 GB 100 %
200 MB 100 %
1453GB 100 %
299.14GB 64 %
|
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= Disk Management
File Action View Help
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Healthy (EFI Sys

ealthy (Basic Data Partition)

W Unallocated Ml Primary partition

Volume I Layout I Type l File System I Status I Capacity [ Free Sp... l % Free
= ) Simple Basic NTFS (Bitlo..  Healthy (B.. 476.13 GB 181.04GB 38%
== (Disk O partition 1)  Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== (Disk O partition 4)  Simple Basic Healthy (R.. 709 MB 709 MB 100 %
== (Disk 1 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 %
== (Disk 1 partition 3) Simple Basic RAW Healthy (B.. 465.40 GB 46540 GB 100 %
== (Disk 2 partition 1)  Simple Basic Healthy (E.. 200 MB 200 MB 100 %
== NEW VOLUME (E)  Simple Basic NTFS Healthy (B.. 14.60 GB 1453GB 100 %
== NEW VOLUME (F))  Simple Basic FAT32 Healthy (B.. 14.63 GB 1463GB 100 %
- Simple Basic exFAT Healthy (B.. 465.64 GB 299.14GB 64 %

= Disk 2 e

Removable EW VOLUME (E:) NEW VOLUME (F:)

2944 GB 200 MB 4.60 GB NTFS 14.65 GB FAT32

Online Healthy (Basic Data Partition) ‘
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External hard-drive or USB 0% Encrypt c\?{)@&:

o

66 320%2(g|ep) External Hard Drive (23) Memory Stick (USB) 000209203 Encrypt co0(gC: aB3eseped co0(gagnzen(goolonudn

1. Create Volume m80[Qs “Encrypt a non-system 2. Next /3806

partition/drive” rv%ea:qjcﬁo']u

M VeraCrypt — P% % VeraCrypt Volume Creation Wizard - 5

Volumes System Favorites Tools Settings Help Homepage

VeraCrypt Volume Creation Wizard

Drive  Volume Size Encryption Algorithm Type

() Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for inexperienced
users.

More information

© Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive (e.g. a flash
drive). Optionally, creates a hidden volume.

(O) Encrypt the system partition or entire system drive
Encrypts the partition/drive where Windows is installed. Anyone who wants to

gain access and use the system, read and write files, etc., will need to enter
Create Volume Volume Properties... Wipe Cache the correct password each time before Windows boots. Optionally, creates a
hidden system.
Volume
w | X Select File...
Verscryat
2 Never save history Volume Tools... Select Device...
More information about system encryption
“ Mount ]l ‘ Auto-Mount Devices ’ ' Dismount All ‘ ’ Exit

Help < Back I Next > I Cancel




External hard-drive or USB 0% Encrypt c\?{)@&:

[ . C _© N [ [ C ~ . O fe
Volume Type 3230C06027 326§ 00 Container 6000§02:0) 3230CEDS Cs@eosooozo']oooan Standard ¢ Hidden 39[93
504]1:§0looudI Veracrypt-l, Veracrypt-1l Content 2060 SELlonWdIN
FO4|[*§) ’ I P 03
% VeraCrypt Volume Creation Wizard = X
Volume Type
© standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt volume.

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume. There are many situations where you cannot refuse to
reveal the password (for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing the password to
your volume.

More information about hidden volumes

3. Standard Veracrypt Volume cﬁ)sg_s&ﬂll

00C
Help | : < Back ) | Next > I Cancel NeXt f’??o‘;] n




External hard-drive or USB n‘é Encrypt

4. eesl external hard drive or Memory Stick sl partition
Meg:3|uddln Select Device Megedln

M VeraCrypt Volume Creation Wizard = X

Volume Location

l V’ I Select Device...

Never save history

Encrypted device-hosted VeraCrypt volumes can be created within partitions on hard
disks, solid-state drives, USB memory sticks, and on any other supported storage
devices. Partitions can also be encrypted in place.

In addition, encrypted device-hosted VeraCrypt volumes can be created within devices
that do not contain any partitions (including hard disks and solid-state drives).

Note: A device that contains partitions can be entirely encrypted in place (using a
single key) only if it is the drive where Windows is installed and from which it boots.

< Back Next > Cancel

¥ VeraCrypt Volume Creation Wizard = X
Select a Partition or Device X
Device Drive Size Label 5
Harddisk 0: 476 GB BDove...
\Device\Harddisk0\Partition1 100 MiB
\Device\Harddisk0\Partition2 16.0 MB
\Device\Harddisk0\Partition3 C: 476 GiB artitions on hard
\Device\Harddisk0\Partition4 709 MiB ted storage
Harddisk 1: 931 GiB ted within devices
\Device\Harddisk1\Partition1 200 MiB drives).
\Device\Harddisk1\Partition2 D: 465 GiB L (s
3 ; %5 : ce (using a
\Device\Harddisk1\Partition3 465 GiB Which it boots.
Removable Disk 2: 29.4 GB
\Device\Harddisk2\Partition1 200 MiB
\Device\Harddisk2\Partition2 E: 14.6 GB NEW VOLUME
\Device\Harddisk2\Partition3 F: 14.6 GB NEW VOLUME
Cancel
Help < Back Next > Cancel
. [% o] [¢] ’]
Disk ?0)8 G?@’JO’) 803616’.) 0)() OZ)ODII (I)(DOC O'Z)GO')’)
o C & ‘lo o o I'o ~ o ’]
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External hard-drive or USB n% Encrypt (\?{)@68

. ] [} e]
“Create encrypted volume and format it”- 0DME0N 66
[of C . . ~

Encrypt QLW External Hard Drive/ Memory Stick 006D
o] o] =] C [ [%
/6200630004 Format eu@ze Encrypt momﬁmmmmm
. c ¢ ct N . c L b °,] O¢
saelcoojsmoo@ooogoo 63020600  QMAYNSCC  VlodWII
. e S¢ ° co o c

326§)3(0J2 630004 ¢ @o)d]oo 32qC backup C\?oclgc\?d]oooou

agn . [o] .
“Encrypt partition in place”- 0 0DME0) External Hard Drive/
. N o] cre o C s
Memory stick mmﬂ§g[§):m: 6300060000 ©§|MO Encrypted
C [ [ C [% [¢] C
mo@c:@o)o']oo@n 6302060 Backup coocos*aeocee@ooz 0§ C
ol o) N P oe ¢ Lo L
3000M eelzo']u 6300060004 650l0360dI 23607
L o c o & 0 ° ¢ o
3e0lm Option o0 Processing 323|$¢Q oloovdn 500 GB
cC O [ [ (‘o o [% G =] L ocC ’] C
6Q0DMIVEC e§°9§oeqjm°@g $2§6000M @9§Co ooWOII

¥ VeraCrypt Volume Creation Wizard o

Volume Creation Mode

o Create encrypted volume and format it

This is the fastest way to create a partition-hosted or device-hosted VeraCrypt
volume (in-place encryption, which is the other option, is slower because
content of each sector has to be first read, encrypted, and then written). Any
data currently stored on the selected partition/device will be lost (the data will
NOT be encrypted; it wil be overwritten with random data). If you want to
encrypt existing data on a partition, choose the other option.

(O) Encrypt partition in place

The entire selected partition and all data stored on it will be encrypted in place.
If the partition is empty, you should choose the other option (the volume will
be created much faster).

Help < Back I Next > I Cancel
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7. Encryption options él Encryption Algorithm o AES 31?90303 &8?63)(736]?(7%633@
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Volume Size 320C:m607 J[§00qer0L0dGlN: Next G0mS0ln

(.;]II

Z
o
=4
-80
8
3~
=gnho
C»

M VeraCrypt Volume Creation Wizard =
Encryption Options

Encryption Algorithm

AES Y Test

FIPS-approved cipher (Rijndael, published in 1998) that may be used by U.S.
government departments and agencies to protect classified information up to the
Top Secret level. 256-bit key, 128-bit block, 14 rounds (AES-256). Mode of
operation is XTS.

More information on AES Benchmark

Hash Algorithm
SHA-512 v Information on hash algorithms

M VeraCrypt Volume Creation Wizard

Volume Size

29 KB MB GB T8

Size of \Device\Harddisk2\Partition2 is 29.25 GiB

Please verify that the size of the selected device/partition shown above is correct and
click Next.

| Next > I Cancel

Help < Back
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C o] cCoe ocC
8. 364.; m 3’3661 go’]oowu Password m eooec\gooo 3C
eeaoowme C\)O ooen 69003 20lon 88 Encrypt cooooos

e Password oco:0ln

e Yes MS00ln 4 GB conmempagso) data 603030000 volume [nz[03200pd6a00me
System m 20¢eqqPOC) 6[(pCsoeiladouudn FAT(default) to exFAT.

M VeraCrypt Volume Creation Wizard =i X ¥ VeraCrypt Volume Creation Wizard —; X
Volume Password (o Large Files
Password: O Yes
N
Confirm: Ol

() use keyfiles T Do you intend to store files larger than 4 GiB in this VeraCrypt volume?

[ Display password

[Juse PIM

Note: Depending on your choice above, VeraCrypt will choose 3 suitable default file

system for the VeraCrypt volume (you will be able to select a file system in the next

It is very important that you choose a good password. You should avoid choosing one step).

that contains only a single word that can be found in a dictionary (or a combination of
2, 3, or 4 such words). It should not contain any names or dates of birth. It should
not be easy to guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, such as @ ~ = $ * + etc. We
recommend choosing a password consisting of 20 or more characters (the longer, the
better). The maximum possible length is 128 characters.

Help < Back Next > Cancel

Help < Back I Next > I Cancel
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M VeraCrypt Volume Creation Wizard

Volume Format

Options

() Quick Format
Filesystem Cluster Default
Dynamic

RandomPool: , .*./,—.=/*, *=*,—.=f, A —d*k[E A O

Header Key:
Master Key:

Abort

Done Speed ‘ Left ]

IMPORTANT: Move your mouse as randomly as possible within this window. The longer
you move it, the better. This significantly increases the cryptographic strength of the
encryption keys. Then click Format to create the volume.

Randomness Collected From Mouse Movements

Help < Back Format Cancel
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M VeraCrypt Volume Creation Wizard

Volume Format
Options
Quick Format.
Filesystem Cluster Default v O
NTFS Dynamic
[EYLl exFAT S HRR T A e e
Hea|ReFS I
Maglone
Abort
Done| Speed| Left |

IMPORTANT: Move your mouse as randomly as possible within this window. The longer
you move it, the better. This significantly increases the cryptographic strength of the
encryption keys. Then click Format to create the volume.

Randomness Collected From Mouse Movements

Help < Back I Format I Cancel
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¥ VeraCrypt Volume Creation Wizard — X

Volume Format

Options
2 Quick Format
Filesystem exFAT v Cluster Default
Dynamic

8 VeraCrypt Volume Creation Wizard [ [#]

4 WARNING: You should use Quick Format only in the following cases:

! Abort
1) The device contains no sensitive data and you do not need
plausible deniability.

2) The device has already been securely and fully encrypted. ldow. The longer
strength of the

Are you sure you want to use Quick Format?

Help < Back Format Cancel

. (] ¢ 0 ¢ cC 0 ¢ o
10. Quick Format m6€§:q|u0cOM WO CE0N 3 Box
ecvz 60l GladgudI Yes megequddin

C . . C C C C o C . C N [ iy
C.Processing Time 06035602 [4§0100001 36005 Encryption v0loCeox)ozacymd Sensitive

11. Windows Fast Startup 3 Disable cpOwcmzewzqC No
megzdln

¥ VeraCrypt Volume Creation Wizard = X

Volume Format

Options

8 Quick Format
Filesystem exFAT Cluster Default
Dynamic
| RandomPook: =*,//#=[==*, 4, d=b==/, k==, /+/.. a
T

i VeraCrypt Volume Creation Wizard a4

| WARNING: Windows Fast Startup is enabled and it is known to cause Abort
[ =\ issues when working with VeraCrypt volumes. It is advised to disable it
for better security and usability.

jow. The longer

Do you want to disable Windows Fast Startup? ftrength of the

Help < Back Format Cancel




¥ VeraCrypt Volume Creation Wizard = X
Volume Format
Options
Quick Format
Filesystem exFAT Cluster Default
Dynamic
. RandomPook /=*+=, %/ 4[4[ 4, %, *a+ik, [%, 4%= .., O
* . -, s
( } VeraCrypt Volume Creation Wizard e,
I CAUTION: ALL FILES CURRENTLY STORED ON THE SELECTED Abort
. PARTITION "\Device\Harddisk2\Partition2' (E: 'USB’) WILL BE ERASED ==
AND LOST (THEY WILL NOT BE ENCRYPTED)!
. The lor
Are you sure you want to proceed with format? f;::,qm i,f tr:‘geer

Help < Back Format Cancel

12. Yes %60']||
@:q& OK ]g&ﬂu

Volume m%o%s@ao’]@n Exit or%

oc

§00 [}

xr1 -

VeraCrypt Volume Creation Wizard

A

IMPORTANT: Please keep in mind that this volume can NOT be
mounted/accessed using the drive letter E;, which is currently assigned
toit!

To mount this volume, click '‘Auto-Mount Devices' in the main
VeraCrypt window (alternatively, in the main VeraCrypt window, click
‘Select Device', then select this partition/device, and click ‘Mount’). The
volume will be mounted to a different drive letter, which you select
from the list in the main VeraCrypt window.

The original drive letter E: should be used only in case you need to
remove encryption from the partition/device (e.g., if you no longer
need encryption). In such a case, right-click the drive letter E: in the
‘Computer’ (or ‘"My Computer’) list and select ‘Format". Otherwise, the
drive letter E: should never be used (unless you remove it, as described
e.g. in the VeraCrypt FAQ, and assign it to another partition/device).

mat

RS
1

Abort

jow. The longer
itrength of the

Cancel

Volume Created

Help

The VeraCrypt volume has been created and s ready for use. If you wish to create
another VeraCrypt volume, click Next. Otherwise, click Exit.

< Back
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“ VeraCrypt — X 00 ~ . h agn [} o 0("']
i 14. vuq, hard drive g, encrypted partition meg3|g: OK sooln
Volumes System Favorites Tools Settings Help Homepage L 1
Drive  Volume Size Encryption Algorithm Type
¥ VeraCiypt - X
. Volumes System Favorites Tools Settings Help Homepage
Drie Select a Partition or Device X
@A |
(==B:
= F Device Drive Size Label
=6: Harddisk 0: 476 GiB
= H: \Device\Harddisk0\Partition1 100 MiB
o L: [=}4 \Device\Harddisk0\Partition2 16.0 MiB
M =J: \Device\Harddisk0\Partition3 C: 476 GiB
= =K \Device\Harddisk0\Partition4 709 MiB
L N2 2L
=40: = M: | | Harddisk 1: 931 GiB
== P: =18 \Device\Harddisk1\Partition1 200 MiB
= &= 0: \Device\Harddisk1\Partition2 D: 465 GiB
= P: \Device\Harddisk1\Partition3 465 GiB
Removable Disk 2: 29.4 GB
Create Volume Volume Properties... Wipe Cache 200 MiB
29.2 GiB
Volume
| M | Select File...
VeraCrypt
uever save history Volume Tools... [ Select Device...
“ Mount l ‘ Auto-Mount Devices ‘ 1 Dismount All ‘ ‘ Exit ‘

13. Ei%co&fo Drive letter a%saq&sg_s&: Select Device $00ln
O o |° L 1
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ocre oo A 00 ¢ C =] [ oc
15. Mount .Jso&,: 000029620 Password o?sl]moolgsosd'ln Lc,:qc OK .Jsoo'ln

¥ VeraCrypt — X ¥ VeraCrypt — 5z
Volumes System Favorites Tools Settings Help Homepage Yolumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption Algorithm Type
Drive  Volume Size Encryption Algorithm Type @A P o P
=
() B: = F:
) F: = G:
(== G2 = H:
=1R =L — I S ——— —
=L Enter password for \Device\Harddisk2\Partition2
= J:
%’ K Password: oK
=)L
oM PKCS-5 PRF:  Autodetection v [] TrueCrypt Mode Cancel
(= N2 <
=0: () use PIM
=14 .
—0-9 G Cache passwords and keyfiles in memory
() Display password
) use keyfiles Keyfiles... Mount Options... E
Create Volume Volume Properties... Wipe Cache - - - -
e\ T select Fie...
Volume R ——
| \Device\Harddisk2\Partition2 % I St & Never save history Volume Tooks... Select Device...
VeraCrypt . ]
Never save history Volume Tooks... Select Device...
Mount Auto-Mount Devices Dismount All Exit
Mount ] Auto-Mount Devices Dismount All Exit




External hard-drive or USB n‘é Encrypt Q?{)@éz

Microsoft Windows

g Documents

You need to format the disk in drive E: before
you can use it.

Do you want to format it?

Format disk Cancel

Veracrypt @6 Encrypted hard drive or USB (7%@%033[9 cg{:@éo’]m Format éjngecv)zeéz)@s co:0lonWdI

oc o ¢ oco [y S ¢ OoC ~
Cancel an§odlll Format rvgesonooao.lsoeo']m Encrypt co0000:07 § C0pO D00 63006

gladqCeon Hard Disk 2901020 Memory Stick 03 Partition 3(gz Encrypted [§)eo0[3¢: [Geadeapz(g[godlorwdn




